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FireEye Detection On Demand

A threat detection service that pinpoints harmful objects in the cloud
and on premises.

@ Objects in your cloud

iboss + FireEye Cloud Network Security

FireEye always-on cloud protection for users and devices, regardless of
° location, without appliances
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FireEye Network Security & Forensics FireEye Helix Cloud SIEM

FireEye Network Security in AWS Provides Cloud Visibility & Cenfralized Monitoring
= Deployed as an EC2 instance in a VPC
= Inline or TAP mode

= Cloud & Server Side Protection
— Webshell Detection [As of FEOS 8.3), Cloud Weaponization, Man in the
Midcle Attacks & Ronsorware
— lateral Movement Detection - SmartVisicn Fngine

= Enhanced visibility with Network Meta-data Generation
(Evidence Collector)
= Can protect direct connection te cloud provider while on-prem

= Simplified integration via HelixConnect (Formerly Cloud
Integration Portal)

= Infel, rules, and analytics for detecting adversaries in the
cleud

* Cloudvisory Edition provides compliance reporting,
firewall rule management, and container visibility

FireEye Network Forensics in AWS
= Packet capture via AWS vTAP features
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Key Framework Attributes

Principles of Current and Future Versions of the Framework

* Common and accessible language
« Adaptable to many technologies, lifecycle
phases, sectors and uses

* Risk-based FRAMEWORK

x

m

* Based on international standards %

o,
%

* Living document
* Guided by many perspectives — private @
sector, academia, public sector

Sarce: ST Cybarsecurt

Deep Session Inspection® Real-Time Processing

ii— |

] T
}——~ b I I j IR ..
Fidelis L " 12 H ‘ ‘
Configuration, Investigation, Analysis, Response, Integration CommandPast /

e — /-
Clansific —— -
Data Objects.
Fidelis

.

Add Breadcrumb:

DEEP SESSION INSPEGTION®

s,

Ficelis Collector

Protacol and
‘appiication Deeoding

F
Reassambly

Pravent

ook F
e ——

Deploy Breadcrumbs i
Web Service Server Active
Wieh Serice P D';:xlzv:b "J Endpin: £C2 I‘;W - Decoy Directory
— o o X

Decoy Vich Nawss® 8 i v ]
o e A < B =D -ﬁ
U S y : =
X0 ; [S— H (o)

“ = ‘@ EnpointPC1 Endpoint PC3
. ini- Endpiint PC1 = IS . =<5
Targeted mini-trap placement I""_l-" = = FLLL{ (o ot FE3 + Decoys access AD I ?E
i Lt @ o as normal assets = @
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Splunk is the

Data-to-Everything ’
Platform

AR TaEA...

splunks e

Splunk | The Data-to-Everything Platform

ON PREMISES AND CLOUD BEMETES |

D@ <
=
ITOops DevOps SecOps Business Analytlcs
Scalable Streaming Federated Orchestration &
Index Data Search Automation
THRFEAEMRS] B R BERS i iE RE#E
INTUITIVE + MOBILE ACCESS | DIFFERENTIATED Al + ML

HR + THEER ZR{LAI+ML splunks.

Splunk Enterprise Security (ES)

Analytics-Driven Security Information Event Management (SIEM)

- = * Know Your Security Posture

29, 307 e 2=

* Investigate with Speed and
Flexibility

+ Scale to Petabytes of Data

Our Investlagatlve Approach

ETRENE
Adaptable | Real-Time | Fast To Value | Massive Scale
BUEREY BNES PUEEERE BRAE
Send &% React [IfE

unstructured data from all

quickly to changing circumstances by
systems, devices, and people

asking questions immediately

Don’t Structure ML

your data until you are ready

sphunks o e s
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